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Distributed Machine Learning

◼ Centralized ML method violates user privacy

◼ Federated Learning protects user privacy
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Federated Learning

◼ Algorithm

◼ Local training, gradient uploading, aggregation, 

model downloading
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Malicious Participant

◼ Byzantine attacks reduce model performance

◼ Current Byzantine-tolerance algorithms: Median, 

Trimmed Mean, Krum and Multi-Krum
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Decentralized Federated Learning

◼ BrainTorrent

◼ Nodes complete aggregation through P2P protocol
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Decentralized Federated Learning

◼ Gossip

◼ Nodes complete aggregation through Gossip 

protocol
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Decentralized Federated Learning

◼ Blockchain

◼ Nodes complete aggregation through Blockchain 

consensus
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Limitation

◼ Current Byzantine-tolerance algorithms

◼ Cannot achieve satisfactory performance

◼ Cannot provide effective defense in the presence of 

malicious servers

◼ Current decentralized FL frameworks

◼ Not resistant to Byzantine attacks

◼ High communication overhead

CMFL: A Robust Decentralized 

Federated Learning Framework
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◼ Local objective function

◼ Global objective function

◼ Local SGD training

Problem Formulation
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◼ Local update

◼ Aggregation

◼ Global update

Problem Formulation



                          13 

◼  Background

◼  Problem Formulation

◼  Framework

◼  Theoretical Analysis

◼  Experimental Results

◼ Proof of Theorem

◼  Conclusion

Outline



                          14 

Committee Mechanism based FL

◼ CMFL utilize the committee mechanism to 

implement a decentralized FL framework
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Scoring System

◼ The scoring system based on Euclidean 

distance to distinguish malicious and honest 

gradients  

◼ Honest gradients get a high score

◼ Malicious gradients get a low score

The c-th committee 

client’s score

Total score
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Selection Strategy

◼ Selection strategy Ⅰ  

◼ Consideration: Robustness

◼ Applicable scenario: Byzantine attack scenario
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Selection Strategy

◼ Selection strategy Ⅱ  

◼ Consideration: Heterogeneity

◼ Applicable scenario: Non-attack scenario
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Election Strategy

◼ Considerations   

◼ Robustness

◼ System Stability
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Committee Consensus Protocol

◼ The committee members reach a consensus by 

voting. 
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Training Algorithm

◼ Random Sampling

◼ Local Training

◼ Gradient Verification

◼ Global Model Updating

◼ Election of New 

   Committee Members
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Assumption

◼ Assumption 1 and 2 are standard conditions in 

FL setting
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Assumption

◼ Assumption 3 is a form of bounded variance 

between the local objective functions over full 

dataset and the batch dataset
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Assumption

◼ Assumption 4 is fairly standard in nonconvex 

optimization literature
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Assumption

◼ Assumption 5 is used to constrain the optimal 

client set and the committee client set caused by 

the committee mechanism
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Definition

◼ The definition of data heterogeneity

◼ In the Non-IID FL scenario, the     remains nonzero 

and  its value reflects the heterogeneity of the data 

distribution. In the IID FL scenario, with the growth of 

K it gradually goes to zero


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Definition

◼ The definition of selection gap between 

aggregation set and committee set caused by 

committee mechanism
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Convergence Result

◼ Analysis

◼ Selection strategyⅠresults in low        and slow 

convergence rate

◼ Selection strategyⅡresults in high and fast 

convergence rate

min

min
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Computation Complexity

◼ Local Training

◼ Computation overhead: 

◼ Computation time: 

◼ Scoring

◼ Computation overhead: 

◼ Computation time:

◼ Aggregation

◼ Computation overhead: 

◼ Computation time:

◼ Other computation ovehead can be ignored
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Communication Complexity

◼ Gradient Uploading

◼ Communication overhead: 

◼ Communication time: 

◼ Global Model Downloading

◼ Communication overhead: 

◼ Communication time:

◼ Other communication overhead can be ignored 
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Experimental Settings

◼ Dataset & Model

◼ FEMNIST-AlexNet

◼ Sentiment140-LSTM

◼ Baseline methods

◼ Typical Federated Learning

◼ Median

◼ Trimmed Mean

◼ Krum & Multi-Krum

◼ BrainTorrent

◼ Gossip Federated Learning
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Normal Training Experiment

◼ CMFL under selection strategy Ⅱ achieves the best 

performance in non-attack scenario
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Normal Training Experiment

◼ CMFL under selection strategy Ⅱ allows the global 

model to learn a more comprehensive knowledge



                          35 

Robustness Comparative Experiment

◼ CMFL under selection strategy Ⅰ achieves the best 

performance in Byzantine-attack scenario
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Hyper-parameter Analysis Experiment

◼ Extreme parameter settings cause poor performance
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Efficiency Experiment

◼ CMFL achieves a better performance than other two 

decentralized FL framework (BrainTorrent and Gossip)
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Efficiency Experiment

◼ The communication overhead is lower than other two 

decentralized FL framework 
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Committee Member Analysis Experiment

◼ The committee system is robust enough 
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Definition

◼ (t) is defined as the index of the total local SGD 

iterations

◼ Local SGD training

◼ Aggregation

◼ Local Updating
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Lemma
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Proof of Theorem 1

◼ According to the  global updating:

◼ Above formula can be expanded as:
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Proof of Theorem 1

◼ Due to Assumption 3 and Lemma 1:

◼ The difference of A2 and A3 can be written as:
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Proof of Theorem 1

◼ Let                                           :

◼ Due to Lemma 2:
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Proof of Theorem 1

◼ Solve the expectation:

◼ Due to Assumption 3 and the expectation of A1 is zero:

   where                                           
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Proof of Theorem 1

◼ Due to Lemma 3: 

◼ According to the Assumption 5 and Definition 1 and 2:

◼ A4 can be expanded as:                                          
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Proof of Theorem 1
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Conclusion

◼ Advantages

◼ Strong Robustness

◼ Decentralized Setting

◼ High Communication Efficiency

◼ Theoretical Guarantee

◼ Scalable Framework

◼ Better Performance on Non-IID dataset

◼ Future Works

◼ Backdoor attack

◼ System Heterogeneity
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Thank You!

Q & A

TPDS 2022
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