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Distributed Machine Learning

= Centralized ML method violates user privacy

Federated Learning protects user privacy
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Federated Learning

m Algorithm

Local training, gradient uploading, aggregation,
model downloading
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Malicious Participant

= Byzantine attacks reduce model performance

Current Byzantine-tolerance algorithms: Median,
Trimmed Mean, Krum and Multi-Krum

1: send local model gradients

2: aggregate local model gradients

3: download the latest global model

4: update local models




Decentralized Federated Learning

» BrainTorrent
Nodes complete aggregation through P2P protocol

(a) Federated Learning with server (b) BrainTorrent: P2P serverless Federated Learning
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Decentralized Federated Learning

= Gossip
Nodes complete aggregation through Gossip

protocol
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Decentralized Federated Learning

= Blockchain

Nodes complete aggregation through Blockchain
consensus
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Limitation

= Current Byzantine-tolerance algorithms
Cannot achieve satisfactory performance
Cannot provide effective defense in the presence of
malicious servers
= Current decentralized FL frameworks
Not resistant to Byzantine attacks

High communication overhead

CMFL: A Robust Decentralized
Federated Learning Framework
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Problem Formulation

= Local objective function
Fi(w) = — Z f(w,§).
£EDL

= Global objective function
K
=) prFr(w)
k=1

= Local SGD training
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Problem Formulation

= Local update

t ot t t t
Wgit1 = Wi — nigk(wk,iﬂ Bk,i)

= Aggregation

7= prsge(Wh, Bh,)
kest

= Global update
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Committee Mechanism based FL

s CMFL utilize the committee mechanism to
implement a decentralized FL framework

Training Clients
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Scoring System

= The scoring system based on Euclidean
distance to distinguish malicious and honest
gradients
Honest gradients get a high score

Malicious gradients get a low score
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Selection Strategy

= Sclection strategy I
Consideration: Robustness

Applicable scenario: Byzantine attack scenario

Descending Scores
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Selection Strategy

= Selection strategy 11
Consideration: Heterogeneity

Applicable scenario: Non-attack scenario

Descending Scores

E Selected Nodes

1000000

Nodes with low Nodes with high
heterogeneity heterogeneity
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Election Strategy

s Considerations
Robustness
System Stability

Descending Scores
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Selected Nodes
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Committee Consensus Protocol

= The committee members reach a consensus by

voting.

Output: global model w', new committee client set S|
1: forc e S! do
22 fork € Sf do
3 The c-th committee client broadcasts score Pf to
other committee clients.
end for
. end for

4
5
6 forcc S! do
7. fork € S do
8 The c-th committee client calculates the total score
Pi. of the k-th training client.
9:  end for
10: end for
11: The committee performs voting(S%, aggregtion) as Al-
gorithm?2.
12: The committee performs voting(S'+!, None) as Algo-
rithm2.

Algorithm 2 The voting algorithm

Input: The client set S and the opertation o

1: while No consensus on S do

2:  The primary committee client p is selected from com-
mittee clients by random.

3 fork e S!do

4 The k-th committee client decides its client set S*
according to the corresponding strategy (selection
W strategy /election strategy).
5  end for
. p performs the operation o.
‘ . <:| : pcreates a request { Request, S*, operation, timestamp )
and broadcasts it to all the replicate committee clients.
8 forke 82\ {p} do
9: The k-th replicate committee client receives the
request from p.
10: if 5% == S" then

1w

11 The k-th committee client performs the operation
o.

12: Return { Reply, timestamp, 5%, response ) to p.

13 end if

14: if p receives at least | /2] + 1 response then

15: Consensus is reached on 5.

16 end if

17:  end for
18 end while 1 9




Training Algorithm

B RandOm S amp lin g Algorithm 3 The training algorithm of CMFL

Input: 7,7, K, m, C,n;, n} '
Output: target global model w”

() [ ) :]: .t. ]_ 1’8% dSl d ]
| Local Tralnlng ;: fI;i- 1ta :IZ(;::;TJOEm i randomly.

m Gradient Verification
= Global Model Updating -

m Election of New

for k € S; U St do
fori =1to7do
The k-th client runs the SGD over the local
datasetby wi ., <= w) , | —nige(W), 1, B, 1)
end for
end for
for k € S} do
for c € S! do
The k-th training client send its local gradient gj,
to the c-th committee client.

11: The ¢-th committee client assign a score Pj; on

C . M b the k-th training client/local gradient according
Ommlttee em eI'S to the scoring system.

12: end for

13:  end for

14:  The committee clients execute CCP to complete the

selection, aggregation, and election process.

15 The S} be reinitialized to form the S} ™.

16:  fork e ST U SHT! do

17: The k-th client downloads the global model from

the primary committee client.
18:  end for
19: end for
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Assumption

= Assumption 1 and 2 are standard conditions in
FL setting

Assumption 1. (Lipschitz Gradient). F7i, ..., F are all L-
smooh: forall v,.w € R", k=1,...,. K, Fi(v) < Fi(w) +
(v = w)TVE(w) + 5[[v — wl[3.

Assumption 2. (u-strongly Convex Gradient). Fi, ..., F are
all p-strongly convex: for all v,.w € R", k = 1,..., K,
Fi(v) 2 Fi(w) + (v = w) " VE(w) + §[v — wl]3
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Assumption

= Assumption 3 1s a form of bounded variance
between the local objective functions over full
dataset and the batch dataset

Assumption 3. (Bounded Variance). For the mini-batch Bj |
uniformly sampled randomly from k-th client’s dataset Dy, the
resulting stochastic gradient is unbiased: E[g,(wt, ., Bl .)] =
VE.(wt ) forall k = 1,.,K,t =1,...,T,i = 1,...,T.
And the variance of stochastic grandient in each client is
bounded: E||g,(w, ;, By, ;) — VEx(w) ,)[]? < o2

23



Assumption

= Assumption 4 1s fairly standard in nonconvex
optimization literature

Assumption 4. (Bounded Gradient). The local gradi-
ent’s expected squared norm is uniformly bounded:
Ellgr (Wi .. Bp)II? < G* for all B = 1, Kt =
L,..T,v=1,..,T.
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Assumption

= Assumption 5 1s used to constrain the optimal
client set and the committee client set caused by
the committee mechanism

Assumption 5. (Bounded Objective Function). For any aggre-
gation client set S, ¢ & and the optimal committee client set
Sk & o, the difference of local optimal objective function fs
bounded: El[| >_ycs, Pr,s.Fy — 2Zwess Prr.s: Fil|] < o

where S satisfies that S = arg ming, Zkesc Pr.s. Fr and
Sc]=C
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Definition

= The definition of data heterogeneity

Definition 1. (Degree of Heterogeneity). We use

K K
D=F*"=) ppFi=> pe(Fe(w") — Fp(wg))
k=1 k=1

to quantify the degree of heterogeneity among the clients.

s In the Non-I

FL scenario, the I remains nonzero

and 1ts value reflects the heterogeneity of the data
distribution. In the IID FL scenario, with the growth of
K it gradually goes to zero
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Definition

= The definition of selection gap between
aggregation set and committee set caused by
committee mechanism

Definition 2. (Aggregation-Committee Gap). For any aggre-
gation client set S, we define

o(S%, W)

©
]E[Z;Lega Pr,st Fr(w) — > _kres: P sz Fy] =0 (10)

/ * _
F(w) — Zk:l Pty
where [E denotes the expectation over all randomness in the
previous iterations, and S denotes the optimal committee client
set.

a’

— mi 13 _ t ¢
Pmin = D ©(S;, W), Ormaz = max o(S,, w*)

a' W a
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Convergence Result

= Analysis

Selection strategy I results in low @uin and slow
convergence rate

Selection strategy Ll results in high @, and fast
convergence rate

Theorem 1. (Convergence of Committee Mechanism based
Federated Learning). Under Assumption 1 to 5, Definition 1

to 2 and the learning rate 1, where 1, = M(t%i-"r) and vy = %,
the error after T' rounds of CMFL satisfies
E[F(w")] — F*
1 [4L(32r%GR + SOF | pro?) + 24L%K?
“T'+y 312 Pmin (12)
SLT  Ly|[w' —w*||?]  SLT [ Vmae
ST I =Wl SEE (e

where L, u and o represent the constant light indicated in
the Assumption 1, 2 and 3. G’ and & represent the upper
bound values defined in Assumption 4 and 5 .I' denotes the 8
heterogeneity among the clients according to the Definition



Computation Complexity

= Local Training
Computation overhead: O(N, +N,)|D|e|w]|)
Computation time: O( D|e|w|)

= Scoring
Computation overhead: O(N, ¢ N o|w[")
Computation time: O(N,®|w[*)

= Aggregation
Computation overhead: O(meN_ e|w|)
Computation time: O(me|w)|)

= Other computation ovehead can be 1gnored
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Communication Complexity

= Gradient Uploading
Communication overhead: O(N, e N_e|w))
Communication time: O(N_ e|w|/r)

= Global Model Downloading
Communication overhead: O(N,e|w|)
Communication time: O(N,e|w|/r)

= Other communication overhead can be ignored

30
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Experimental Settings

= Dataset & Model
FEMNIST-AlexNet
Sentiment140-LSTM

= Baseline methods
Typical Federated Learning
Median
Trimmed Mean
Krum & Multi-Krum
BrainTorrent

Gossip Federated Learning
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Normal Training Experiment

= CMFL under selection strategy

achieves the best

performance 1n non-attack scenario
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Normal Training Experiment

Number of Clients

s CMFL under selection strategy Ll allows the global
model to learn a more comprehensive knowledge
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Robustness Comparative Experiment

= CMFL under selection strategy I achieves the best
performance in Byzantine-attack scenario
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Hyper-parameter Analysis Experiment D

= Extreme parameter settings cause poor performance
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Efficiency Experiment

= CMFL achieves a better performance than other two
decentralized FL framework (BrainTorrent and Gossip)
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Efficiency Experiment

s The communication overhead is lower than other two
decentralized FL framework
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= The committee system 1s robust enough
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Definition

= (1) 1s defined as the index of the total local SGD
iterations

= Local SGD training

WS_I_U (t) — Dgk (WS); Bg(:))-;

s Aggregation

wit) = w) — g = w1 — g > b, S(t)gk(wé)a B)),
kesyt

= Local Updating

wiith — {WS) - mgk(wff),BS)), (t+1)%T #0

k wl( ) (t+1)%T = 0. .



Lemma

Lemma 1. (Global-Local Gradient Product). According to the definitions of V Fj, (w,(:) ), we have that
0w, Y by o VE)

kest?
U *
—2 Z pk S(f)Hw _Wk: H2 Z pkjsgt)”vbﬁk( H2 Z pk ‘5“)(Fk(wk ) Fk(w ))
1t kes(®) kesﬁf’ kesi!
2 (t) 112
-5 Z pkasgt)Hwk —w||%.

kesst

Lemma 2. (Local Parameter-Optimal Gap). Let v; = 21, — 4Ln? = 2n,(1 — 2Ln;), we have that
= 2 P (Fe(wi) — FY)

kes(t
—(L=mL) > Pk,Sgp(Fk(W(t)) F*)-i' — > Py st ol[wy) — w2,
kesit v kest
Lemma 3. (Client Heterogeneous Bound). According to the Assumption 4, we have that

E[ Y by ol —w|P) < 1697 7°G?.
kesit
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Proof of Theorem 1

= According to the global updating:

H(w,t+1) = |[w' —w||* = ||w!) — gl — w|”.

= Above formula can be expanded as:

H(w,t+1)
=W —w = S b @ VEWO)P + I Y by g0 VE(w) — g @2
kes kesh
+ 2 (W @) _w* — Z pksmVFk Wﬁc Z D, Sgt)ka( ())_g(t)>.
kess! kestH

e -
Yo

Ax
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Proof of Theorem 1

= Due to Assumption 3 and Lemma 1:

H(w,t+1)
< — w2+ 4Ln? Y P 5t (Fi(wy) — Fy) —2n, > Pk,sg)(Fk(Wg)) — Fi(w"))
kes? kess
x X
+ 3 Pl = w2 = 3 by gollwi = wI P e > py g0 VE(W) — 0G| + Ar.
kesg” kesy” kesy”

m The difference of A2 and A3 can be written as:

As — Az

=(4Ln} — 21,) Z pk_Lgéf;Fk(wi_t))—4L-r}f Z pk_sc(zt)F;:‘-l-Znt Z pk_sgf;Fk(w*)
kesl® kes® kes®

=(4Ln? — 2n;) Z pk_ngﬁJFk(WEct))_(élLT?tz_2%) Z pk_Sgg)F,:‘-i—?m Z pk_Séf;Fk(w*)—Q-r;i Z pk,Sin}:‘ |
kesH kesH keslH kesi

=(4Ln? —2n,) Y pk_sétj(Fk(wg))—Fg)+2nt Y- by o (Fr(w") = FY).
kesl® kes®
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Proof of Theorem 1

s Let vt =20 —4Ln? = 2n(1 — 2Ln,) -

H(w,t+1)
— % t % * * —
<IN W Y py g (B0~ ) 120 Y b o () - F) + Yy g 90— w0
kestt kes® kes®
i %* t —
—mp Y pollwl —wH Rl Y py g0 VE(w) = neg®|[* + A,
kesit kesit

m Due to Lemma 2:

H(w,t+1)
<|w® —w P2 Y py o (Fe(W) = FD) 42 Y py oW — w7
kestt keSLt
—u(l=mL) Y py oo (Fe(W) = FY) = men Y py goollwy” = w1
kesst kest”
+ [ | Z Py s VI (WE]) - ﬂtﬁ{t}Hg + A
kest
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Proof of Theorem 1

= Solve the expectation:

E[H(w, ¢ + 1)] = E[|[@(+) — w*||?
<E[[W® — w2+ E2n Y py o (Fr(w') = F]+ER Y py gl [0 — w17

kest? kes(?
* t *
—E[(L—nL) Y py g (Fe(@D) = FDl —Emp Y py gollwy — w2
kes kes(H
t
+E[llm Y py g0 V(W) — g @] + E[A].

= Due to Assumption 3 and the expectation of Al 1s zero:
Ef|[w! ) — w*[]?]
=(1 — np)E[||Ww! — w*||?] + E[Q(w, k,t)] + 0} Z;Okcrk,
where

Q(w, k, 1)

=2m Y P (Fe(W) = F)+2 > py o[ =Wl P =01 =nL) Y py g (Fu(®®) = ).
kest keSS kesi? 46



Proof of Theorem 1

s Due to Lemma 3:

E[Q(w, k,1)]
=~ vl =ml) Zpk%()Fk — D pros:FR) 4 2m(E ZPRS()Fk — Y prs: F]
FCES“) k'eSk kes(’-) k'eS:
— (2 —ve(1 —neL))E Z Py s Fr — Z piv.s: Fi) + 320772 G2,
kes(t k'€S:

= According to the Assumption 5 and Definition 1 and 2:
E[Q(w, k. 1)]

< —v4(1 — L) prnin E[(F(W) — Z PeFY)] +210:0mae L + 6LniK* + 3207 2G>,

A"

il

= A4 can be expanded as:

30 1O . . ‘ .
A'-l E - %E[HW“} — W ||2] — zﬂtipg?nin]? + (J"T}fi,?:rninLF-
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Proof of Theorem 1

So we have
E[Q(w, k,t)]
=- _3;;”29 PR WY — w(?) 4 20T (Pmaz — Pmin) + 1 (6@min LT + 327°G? + 6LK?). oY
As a result, we have
E[|[w*) —w|]]
(35)

K
3y min N * ‘ Y
S[l - Th;‘_f,(l + LPT)]EH |W{t') - W ||2] + Zntr{‘;omax - "-Pmt"n) + ﬁ?(ﬁ’ﬂmtn}——-‘r + 321"2612 + GLK2 + Z I’kaf-)-
k=1

By deﬁ-nmg At—i—l - E“ |W(t+l) —w" | |]; B=1 + _399;11'7;_’ c = ﬁ‘pmiﬂLF+32T2G2 +6LP€2+Z:§=1 Pko}%f D= r(&gmax - 'lfgmt'n):
we have

At-}-l < (1 — 'T}gj_LB)ﬂt + T}?C + T}tD (36)
If we set Ay < t_‘;—ﬁf, N = 3 fﬂ.- and 3 > ﬁ, v > 0 by induction, we have
1
o = max {3][w! = w"|, 2 (5°C + DAt +) . 37)
BuB —1
Then by the L-smoothness of F(-),
L L
E[F(W)] - F* < —A; < = — 38
[(W )] _Qt_Q’y—i—t (38)
Finally, we complete the proof of Theorem 1:
E[F(w")] - F*
1 [4L(3272G2 + 0 pro?) + 24022 8L2T  LA|[w' —w*|2| S8LT [¢ma (39)
=< = + + + —-1),
T + Y 3:”29%11?1 :u'z 2 31”’ Pmin
where the 7" means the maximal communication rounds, which satisfies T' = i7 for i = 1, 2, ... in realistic scenarios. O
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Conclusion

= Advantages
Strong Robustness
Decentralized Setting
High Communication Efficiency

Theoretical Guarantee

Scalable Framework

Better Performance on Non-1ID dataset
= Future Works

Backdoor attack

System Heterogeneity
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